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int _ _nss_hostname_digits_dots(const char *name, struct hostent *resbuf, char
**buffer, size_t *buffer_size, size_t buflen, struct hostent

**pesult, enum nss_status *status, int af, int *h_errnop)

// *buffer_sizes 7|E2XMOZ 1024 byte, *buffer= 7|2 AIO|=ZE YL JUS
// size needed?} *buffer sizeH[C} 2 HR0|= *bufferE size neededPtE M2 2| X S

size_needed = ( sizeof(*host_addr) + sizeof(*h_addr_ptrs) + strlen(name) + 1 );

host_addr = (host_addr_t *)*buffer;
h_addr_ptrs = (host_addr_list_t *)( (char *)host_addr + sizeof(*host_addr) );
h_alias_ptr = (char **)( (char *)h_addr_ptrs + sizeof(*h_addr_ptrs) );




// hostnameQ| 2| A|&FFA HA A|,
// size_needed O ETIL|X| %2 sizeof(*h_alias_ptr) ZF7t(4byte)

hostname = (char *)h_alias_ptr + sizeof(*h_alias_ptr);

resbuf->h_name = strcpy(hostname, name);

// F7FEl sizeof(*h_alias_ptr)0| 2|8} strcpy A| 4HIO|E QHEZ QR Yl (32bit 7|&F)
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getconf -a| grep glibc

park@ubuntu: /S getconf
GNU_LIBC_VERSION

.al

grep glibc

1dd —version

parkgubuntu: /5 ldd --wversion
EGLIBC 2.15-8ubuntuld) 2.15
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Written by Roland McGrath and Ulrich Drepper.
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#include <netdb.h>
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <errno.h>
#define CANARY "in_the_coal_mine"
struct {
char buffer[1024];
char canary[sizeof(CANARY)];
} temp = { "buffer", CANARY };
int main(void) {
struct hostent resbuf;
struct hostent *result;
int herrno;
int retval;

***/

char name[sizeof(temp.buffer)];
memset(name, '@', len);
name[len] = '\0@';

&herrno);

if (strcmp(temp.canary, CANARY) != 0) {
puts("vulnerable");
exit (EXIT_SUCCESS);

}

if (retval == ERANGE) {
puts("not vulnerable");
exit(EXIT_SUCCESS);

¥

puts("should not happen");

exit (EXIT_FAILURE);

}

/* ghosttest.c: GHOST vulnerability tester */
/* Credit: http://www.openwall.com/lists/oss-security/2015/01/27/9 */

/*¥** strlen (name) = size needed - sizeof (*host_addr) - sizeof (*h_addr_ptrs)

size t len = sizeof(temp.buffer) - 16*sizeof(unsigned char) - 2*sizeof(char *) - 1;

retval = gethostbyname_r(name, &resbuf, temp.buffer, sizeof(temp.buffer), &result,

1
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gcc —o GHOST GHOST.c
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./GHOST
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park@ubuntu:~/DesktopS sudo vi GHOST.c
park@ubuntu:~/Desktop$ gcc -o GHOST GHOST.c

park@ubuntu:~/Desktop$ ./GHOST
sulnerable

[CVE-2015-02350] | <fst 5} 0]

park@ubuntu:~/Desktop$ ./GHOST
not vulnerable

lsof | grep libc | awk '{print $1}' | sort | unigq

lpark@ubuntu: /s 1sof | grep libc | awk '{print 51}' | sort | unig
lat-spi-bu

lawk

\bamfdaemo

\bash

(bluetooth

icat

lcompiz
(dbus -daem
'dbus-laun
ldconf -ser
deja-dup-
\gconfd-2

[Isof BB E 0| &%t glibc 2t0[=a{2] =l E#]




[ 312 ¥4

<dHolE WA >

o F 3 glibc HA-S AHESIAL = A%, *FAA ARAF FH XS

WEShe] X WY 3l

CentOS http://lists.centos.org/pipermail/centos/2015-January/149413.html
Debian https://security-tracker.debian.org/tracker/CVE-2015-0235
Redhat https://rhn.redhat.com/errata/RHSA-2015-0090.html
Ubuntu https://launchpad.net/ubuntu/+source/eglibc
GUN C Library http://www.gnu.org/software/libc/
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CentOS / Redhat

> rpm -gqa | grep glibc

Ubuntu / Debian

> apt-cache show eglibc-source | grep Version
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CentOS / Redhat

> yum install glibc

Ubuntu / Debian

> apt-get clean && apt-get update && apt-get upgrade
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